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INTRODUCTION
Thousands of deserving students in the United States have lost the opportunity to achieve a college degree as a 
direct result of our federal government’s inability to successfully address the growing federal student aid fraud 
crisis gripping our nation . Taxpayer funded aid money set aside for deserving students is increasingly being 
stolen by undeserving criminals with relative ease due to a lack of safeguards .

Financial aid fraudsters known as “Straw Students” and “Pell Runners” enroll just long enough at colleges to 
become eligible for student aid . When the aid money is disbursed, these fraudsters take the money and run . 
They drop out of one school and then frequently successfully enroll at subsequent schools trying to repeat 
their scam . In many cases, a fraud ringleader will steal a victim’s identity and enroll that person without their 
knowledge in a college for the purpose of stealing financial aid. It’s a nearly perfect crime given the lack of 
current safeguards in place by the U .S . Department of Education (the Department) . 

Despite the fact that the Department very publicly sounded the alarm of a noted rise in financial aid fraud via 
an October 2011 “Dear Colleague” letter, they have done little to address the crisis . As a result, criminal fraud 
rings across the country have metastasized and acted with near complete impunity (See Exhibits A, B & C) . 

According to the Office of Management and Budget (the OMB), billions of dollars in federal student aid is 
improperly paid on an annual basis1 . The problem will continue to get worse unless the federal government 
takes steps to be better stewards of the taxpayer money used to fund the student aid .

We encourage readers new to the subject of student aid fraud to first read our November 2012 whitepaper, 
“A Proactive Stand Against Financial Aid Fraud,” to learn more about the telltale signs of fraud and what we 
recommend should be done by the government, and optionally by higher education institutions themselves, 
to counteract this problem . We noted at the time that the Department seemingly missed the most obvious trait 
of student aid fraud, which is the duplication of physical addresses on multiple applications belonging to the 
same ring leader/s in their “Dear Colleague” alert to schools . 

It has become obvious from our past three years of subsequent research and experience in the field that there 
are a number of other serious flaws in the Department’s methodology on how to pursue fraud that need to 
be addressed before we can expect to turn the tide against these student aid fraud rings . The objectives of this 
paper are twofold:

1 .  Clearly show that the Department has not only underestimated the scope and severity of 
student aid fraud, but they have also failed to properly act on tens of thousands of fraud  
tips that could have helped disrupt and ultimately shut down the worst fraud rings in 
existence . Less than 1% of the student aid fraud tips highlighted in Exhibit A (next page) 
have led to indictments .

2.  Recommend a series of five immediate next steps that should be taken to immediately  
re-double efforts and better position the Department, and their independent Office of Inspector 
General (OIG), to fight the scourge of this form of fraud.

iDatafy® is in a unique position to recommend actionable solutions based on our exclusive access to previously 
reported fraud information direct from colleges . Our goal with this paper and our partnership is to help the 
Department, their OIG, and others with a vested interest in reducing student aid fraud, achieve the long stated 
goal of reducing fraud and making college more accessible to new generations of students . In order to do that, 
a renewed purpose and a new playbook are needed to fight against the fraud rings.

http://ifap.ed.gov/dpcletters/GEN1117.html
https://paymentaccuracy.gov/high-priority-programs
http://www.idatafy.com/wp-content/uploads/iDatafy_Fraud_White_Paper.pdf
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AN “URGENT CALL TO ACTION” SEEMINGLY ABANDONED
The title of the Department’s October 2011 “Dear Colleague” letter, “Fraud in Postsecondary Distance Education 
Programs–URGENT CALL TO ACTION” seemed to send a clear message that student aid fraud was not only 
on their radar, but that they planned to take swift action to help beat back the fraud rings that had stolen, by 
their own conservative estimates, roughly $187 million in aid .2 The letter itself said “we (the Department) are 
committed to being a strong steward of the taxpayer investment in the student assistance programs” and “the 
Department determined a swift response was necessary .”3 

The Department’s response has been neither swift nor effective in detecting and shutting down the fraud rings .

Approximately two years after the “Dear Colleague” letter, the Department rolled out an “unusual enrollment 
history” (UEH) flag that was meant to alert colleges when a Pell grant-applying student had a history of 
dropping out of schools without earning credits . The college of the applying student is supposed to manually 
follow up with any such students and deny aid if the student fails to provide an adequate explanation for past 
poor enrollments . The problem with this approach has been threefold:

1.  The Department published their fraud detection strategy to the public with the red flags they 
are looking for in detailing the UEH flag. Any sophisticated fraud ringleader now knows they 
need to do a better job of rotating “straw students” so they are not flagged for review.

2. The flag itself created far too many false positive results that strained the resources of 
many colleges to accurately follow up on the most serious cases that truly deserved deeper 
investigation .

3 .  As this paper will exclusively reveal, the vast majority of the fraud cases that were  
reported to the Department for investigation were lost in an abyss of antiquated data 
management techniques .

The Department was also supposed to craft new program integrity rules to better safeguard available student 
aid funds through a series of negotiated rulemaking sessions . However, Kelly Field noted in her June 2014 
article “Critics Assail Government’s Response to Student-Aid Fraud” in The Chronicle of Higher Education 
that “the Department offered only one proposal to deal with fraud, and it quickly abandoned the idea after 
colleges criticized the plan . By the end of the fourth negotiating session, last month, the package of rules 
contained nothing to address a problem that the inspector general says grew by 82 percent from 2009 to 2012 .”4 

http://ifap.ed.gov/dpcletters/GEN1117.html
http://ifap.ed.gov/dpcletters/GEN1117.html
http://chronicle.com/article/Critics-Assail-Governments/147409
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WHAT’S AT STAKE?
The number one management challenge for the U .S . Department of Education in FY2015, according to their 
Office of Inspector General (OIG), was the issue of improper payments.

“The Department must be able to ensure that the billions of 
dollars entrusted to it are reaching the intended recipients. The 
Department identifies the Federal Pell Grant (Pell), William 
D. Ford Federal Direct Loan (Direct Loan), and Federal Family 
Education Loan (FFEL) programs as susceptible to significant 
improper payments. Our recent work has demonstrated 
that the Department remains challenged to meet new 
requirements and to intensify its efforts to successfully 
prevent, identify and recapture improper payments.”5

This assessment from the OIG comes four years after the Department’s own “URGENT CALL TO ACTION .” 
The failure of the Department to act on its own urgent assessment to reduce fraud rings comes at the expense 
of both deserving students and our nation’s taxpayers who fund student aid programs such as the Pell Grant .

We have found from our own personal interaction with members of the OIG for the Department, their 
numerous audit reports on the subject, and some of their successful public referrals of fraud cases to law 
enforcement (See Index for case examples and audit reports) that they have the will to fight these fraud rings.  
We encourage readers to review the OIG’s “Student Aid Fraud Ring Assessment” from January 2013 to gain 
a better understanding of how they attempted to demonstrate to the Department that student aid fraud ring 
activity was a rapidly growing problem . The report estimates that a total of over 85,000 recipients may have 
participated in student aid fraud ring activity during the time period of AY 2009 to AY 2012 . The OIG needs 
more resources to investigate these suspected fraudsters .

The Department’s inability to prevent, identify and recapture a conservative estimate of $2 .2 billion in annual 
improper payments6 is directly tied to a loss in opportunity for deserving students who miss out on both the 
aid opportunity and enrollment slots taken by fraudulent students . While not all forms of improper payment 
are the result of criminal fraud ring action, there is clear overlap .

THE PRICE OF INACTION
The Department has not only failed to sufficiently follow through with improved program integrity rules to 
better safeguard tax payer money but they have also failed to connect obvious data points which show that 
the vast amount of student aid fraud in the United States is occurring from fraud rings in a select number of 
states . In many cases, iDatafy® data could have been used on a proactive basis to clearly show that there was a 
growing fraud problem at a given address, town or general region . 

How can we make that statement?

For the past three years we have worked exclusively with some of the largest open enrollment colleges and 
universities in the United States and reviewed the fraud tip data they have been independently sending to the 
OIG for further investigation. We built the first “HotAddress™” consortium database of known financial aid 
fraud reports at the request of our industry leading partners .

http://www2.ed.gov/about/reports/annual/2014report/2014-afr-4e-otherinfo-oig-mgmt-challenges.pdf
https://www2.ed.gov/about/offices/list/oig/auditreports/fy2013/x18m0001.pdf
http://www.idatafy.com/news/press/idatafy-announces-new-financial-aid-fraud-detection-database-hotaddress/
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Our HotAddress™ database contains tens of thousands of fraud reports submitted to the OIG . An analysis 
of our data clearly shows that multiple colleges are independently reporting the same physical addresses for 
further investigation . In spite of the same fraudsters being reported over and over, it appears that the vast 
majority, we estimate over 99%, are not being pursued for four reasons:

1 .  Colleges have been reporting their fraud data to the OIG via Fax, CD/DVD’s via USPS and via their 
Fraud Website . The website, however, contains dead links making it impossible to report fraud . Here  
is one example:

 To report suspected fraud, waste or abuse involving other Inspector General agencies, click this  
link for a directory: 

 http://www .ignet .gov/igs/homepage1 .html

 But when you click on that link you are greeted with this message:

2 .  A further weakness of the fraud reporting website is that it does not allow colleges to bulk supply 
multiple reports of fraud . Individuals with tips have to report them on an individual basis here . There  
is no easy standardized way to currently report multiple fraudsters .

3.  In many cases the fraud tips have only been reported to regional OIG offices and the data is not shared 
with the entire organization . As of late 2015, there was no centralized process to aggregate that data . This 
is a huge issue that needs to be addressed as one OIG regional office may not realize that multiple other 
OIG offices have received identical tips to pursue.

4 .  Each fraud case from an individual college was treated as a singular case as to whether it deserved 
further investigation . In other words, ten colleges from around the country could each be independently 
reporting the same suspect as fraudulent but these separate reports on the same individual are not being 
bundled together as they should . They are being treated as ten isolated incidences unless the colleges 
jointly provided their tips together . If there wasn’t a high enough fraud dollar threshold from one of the 
schools, then the reports were typically left with no follow-up . 

In 2015, we worked directly with the OIG to share our custom data reports to alert them of our findings. We 
did this at no cost at the time because the OIG has been significantly underfunded and we felt they needed to 
see what they were missing as soon as possible . It is our position that Congress needs to increase funding for 
the OIG so they can significantly upgrade their data intelligence capabilities and also increase their agent assets 
in the field to capitalize on the new data intel.

One of the most egregious examples of the Department’s inaction towards fighting fraud has been their own 
failure to keep track of which colleges have been doing a good job of reporting fraud versus the ones that 
have been doing a poor job and reporting virtually nothing . In our own pursuit of building our HotAddress™ 
database, we have talked to numerous higher education executives that have no fraud data to report to 
iDatafy® because they haven’t reported anything to the Department . The fact that the Department has failed 
to even press colleges to do a better job of reporting fraud shows they have failed even the most basic requests 
coming from their own 2011 “Dear Colleague” letter .

http://www2.ed.gov/about/offices/list/oig/hotline.html
https://oighotline.ed.gov/Hotline/Default.aspx?aFlag=a2GSpnDbruI=&lang=8oFi9czUG94%3d
here
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In Kelly Field’s 2014 Chronicle of Higher Education article cited previously in this report, she points out that the 
Apollo Group alone has referred 1,413 cases to the OIG, but only 30 had resulted in indictments or prosecutions 
as of June 2014. Ms. Field follows up this alarming statistic with the Department’s response:

“Ms. Grant, the office spokeswoman, responds that the 
government’s ability to investigate referrals ‘really depends 
on the information we receive from the schools.’ Referrals that 
aren’t investigated — because of weak information or resource 
limitations  — are forwarded to the Office of Federal Student Aid 
for ‘appropriate handling,’ she says.”7

We hope that the information provided in this report will alert the Department of their own serious limitations 
in their retrieval and analysis of the school-provided data. Ms. Grant’s assertion is only valid if the Department 
provides schools with a standardized framework of what should be reported and where it should be reported . 
The fact that the Department has not done this or even followed up with the schools that are not reporting data 
places blame squarely on the Department’s shoulders .

The failure of the Department to have a standardized collection procedure and analysis of all fraud data 
reported to them has led to serious consequences . The price of their inaction is both lost opportunity for 
deserving students and lost taxpayer dollars to fraud . 

In the past year alone, there has been no meaningful progress in reducing improper payments . For the past 
several years, the Pell Grant program has been listed by the OMB as a “High-Error” Program due to the high 
amount of improper payments lost in the program . According to the OMB, the Pell program lost $700 million 
last year in such payments . 

The OMB has now also added the William D. Ford Federal Direct Loan Program to the list of 13 federal 
programs with the most egregious “high-error” rates in the past year . The Direct Loan program was cited for 
$1 .5 billion last year in such improper payments . 

What is perhaps most concerning is the recent allegation by the OIG that the Department may even be 
underestimating the degree of improper payments in both programs. In their Final Audit Report of May 2015 
for the U.S. Department of Education’s Compliance with Improper Payment Reporting Requirements for Fiscal Year 
2014 the OIG states that:

“We found that the Department’s reported improper payment 
estimates and estimation methodologies in its FY2014 AFR 
and accompanying materials for both the Pell and Direct Loan 
programs were inaccurate, incomplete and unreliable. Therefore, 
the Department could not accurately evaluate its performance in 
reducing improper payments for the Pell and Direct Loan programs. 
Furthermore, we could not conclude that the Department actually 
met its reduction target for the Pell program.”8 

https://paymentaccuracy.gov/high-priority-programs
https://paymentaccuracy.gov/high-priority-programs
https://paymentaccuracy.gov/high-priority-programs
http://www2.ed.gov/about/offices/list/oig/auditreports/fy2015/a03p0003.pdf
http://www2.ed.gov/about/offices/list/oig/auditreports/fy2015/a03p0003.pdf
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The audit went on to say:

“We concluded that the Department changed its estimation 
methodologies from the September 2014 OMB-approved 
methodologies after learning that the estimates using the OMB-
approved methodologies were higher than the previous year’s 
estimates. FSA’s Supervisor, Systems Accountant stated that 
the Department’s contractor initially calculated improper 
payment estimates using the September 2014 OMB-approved 
methodologies, but the Department decided to change the 
methodologies after learning that the resulting initial improper 
payment estimates were not reasonable and did not meet 
expectations given that similar data was used to calculate the  
FY2013 and FY2014 rates.”9

This means not only did the Department use inaccurate, incomplete and unreliable data to calculate the 
amount of improper payments, but they also used an unapproved formula to calculate the final improper 
payment rate when the existing OMB-approved formula showed that they would miss their target  
reduction rates .

The difference in estimated improper payment dollars and rates is staggering . Table 2 below is from page 13 of 
the OIG’s same audit report and shows that improper payments could be nearly double what the Department 
is stating . In other words, more than $4 billion per year between Pell and Direct Loans is being improperly 
paid versus the Department’s revised estimate of $2 .2 billion . Either formula shows a problem that needs 
innovative solutions to fix.

TABLE 2. REPORTED AND RECALCULATED  FY2014 IMPROPER PAYMENT RATES (DOLLARS IN MILLIONS) 

Program

Improper
Payment Rate

Using
Department’s

Revised
Methodology,
Dollar-Based1

Improper
Payment Dollars

Using
Department’s

Revised
Methodology,
Dollar-Based

Improper
Payment Rate

Using
September 2014
OMB-Approved
Methodology,
School-Count-

Based2

Improper
Payment Dollars

Using
September 2014
OMB-Approved
Methodology,
School-Count-

Based

Pell
Direct Loan

2.16 percent
1.50 percent

$682
$1,532

4.28 percent
2.64 percent

$1,351
$2,697

1The Department’s revised methodology, dollar-based data came from the Department’s FY2014 AFR.
2The September 2014 OMB-approved methodology, school-count-based data come from the OIG recalculation using the approved 
weighting. These rates and dollar amounts do not account for other data errors reported in this finding. Due to the complexity of the 
other data errors noted, we did not perform recalculations to account for all of these errors.
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THE STUDENT AID FRAUD STATES OF AMERICA (SAFSA)
Regardless of which improper payment formula is right or wrong we are still talking about billions of dollars 
of improper payments per year . So how do you begin to trace where most of the fraud, if not most improper 
payments, are coming from? One way is to analyze the source of the majority of the fraud tips . 

As we pointed out earlier, the Department has failed to keep track of which colleges are contributing fraud tips, 
and which have not, and they have also not kept a historical database of the tips that were actually received . 
That’s where iDatafy® solutions and expertise provide immediate value .

We have worked with some of the largest national open enrollment colleges and universities over the past few 
years to track and analyze student aid fraud tips .10 Our college partners supply us with FERPA-compliant data 
on the suspected fraudsters they report to the OIG . In return, we report back to our school partners if other 
anonymized schools are reporting the same fraud .

For the first time we are publicly sharing some of the most striking data we have found in an effort to better 
illustrate not only how much of a problem student aid fraud has become, but how advanced data analytics can 
be used to quickly turn the tables on these fraud rings .

Proprietary iDatafy Findings
We have identified seven states as “The Student Aid Fraud States of America (SAFSA)” as a result of them 
being responsible for 76% of all the fraud reported by our college partners . 

The “SAFSA Seven” (depicted in blue) in Exhibit B on the next page are:

1 .  Georgia (28% of all fraud reported nationally came from here)
2.  Mississippi (17%)
3 .  Alabama (9%)
4 .  Florida (7%)
5.  Michigan (6%)
6 .  North Carolina (5%)
7 .  Ohio (4%)
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EXHIBIT B. iDATAFY® HOTADDRESS™ MAP HIGHLIGHTING THE STUDENT AID FRAUD STATES OF AMERICA
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The unofficial “Capital” of the SAFSA Seven is Albany, Georgia. We have 869 reports of student aid fraud 
from this city of 77,000 people. What is the greatest concern regarding Albany, Georgia? We can find no 
evidence of any student aid fraud indictments in Albany, Georgia dating back to the middle of 2012 when our 
“HotAddress™” collection efforts began. There was a significant Albany, Georgia fraud ring bust in early 2012 
but we can find no public evidence of any action coming of the 869 subsequent fraud tips provided by our 
college partners . Not one single indictment from 869 reported tips.

We are not saying that the Department or OIG needs to aggressively work every fraud tip from a city like 
Albany, Georgia . However, 27 reports of fraud from Pinson Road in Albany should clearly be prioritized 
over the one report of fraud from Sandy Oak Drive in Enterprise, Alabama . iDatafy® can help the OIG clearly 
prioritize case loads with our data expertise and database containing fraud referrals from 1,753 towns and 
cities across the United States (data counts as of January 1, 2016) .

Multiple schools reported identical characteristics from Albany, Georgia. We have mapped the fraud data 
from Albany, Georgia across all of our national open enrollment college contributors to create this iDatafy® 
HotAddress™ Map of Student Aid Fraud Reports to show how fraud has clearly metastasized in this city  
as a result of no prosecutions in recent years:

EXHIBIT C. iDATAFY® HOTADDRESS™ MAP FOR ALBANY, GEORGIA

It is very clear that fraud rings expand quickly when not confronted . The numerical references in select 
pins indicate a specific cluster of multiple fraud reports for that narrow area. We had to cluster the fraud 
reports in select pins because individual fraud pins would cover the majority of the city . 
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Albany, Georgia is not an outlier either. Cities such as Quincy, Florida; Greenwood, Mississippi; Greenville, 
Mississippi; Valdosta, Georgia; Thomasville, Georgia; and Rocky Mount, North Carolina collectively have 
hundreds of reported fraud referrals, and we can find no evidence for fraud indictments via searches of the 
Department of Justice and Department of Education’s enforcement news bulletins or even basic web searches 
of “student aid fraud” for those areas . Approximately 50% of our college partners have experienced and 
reported fraud from Albany, Georgia and Greenwood, Mississippi. At least 40% of our college partners have 
reported fraud from the other towns and cities listed above . 

What is happening with these fraud reports? Multiple colleges are reporting the same fraudsters but there are 
hardly any subsequent indictments to note .

We don’t have all the answers but we suspect the following issues are crippling the OIG’s follow-up on the 
data they have received .

• There has been a failure to centralize all the fraud tips submitted to them  
• They have not been able to prioritize enforcement on the most pressing regions because they have failed 

to accurately compare their own data sets from multiple schools all pointing to the same geographies 
being trouble spots .

This does not even speak to the data they are failing to capture from schools that have failed to report any fraud . 
The Department must send a clear message to colleges that they need to report any suspicious applicants or 
existing students to the OIG if they suspect that student aid fraud could occur or has already occurred .

While fraud and improper payments are clearly increasing, we believe the good news is that the majority 
of the worst fraud is isolated to a handful of regions in the United States . With the right data strategy and 
subsequent reallocation of investigative assets the OIG can strike a crippling blow to the majority of fraud rings 
in existence . The remainder of this paper will detail how the Department, the OIG, colleges and student loan 
providers can fight back against these fraud rings and reduce improper payments.

THE iDATAFY® PLAYBOOK TO STRIKE BACK AGAINST STUDENT AID FRAUD RINGS
We have developed the following recommendations based on three years of proprietary iDatafy® research 
and experience in the field of student aid fraud detection. We have purposely withheld several key 
recommendations from public view to prevent fraud rings from learning our key techniques that we believe 
will be helpful for the Department, the OIG, colleges and student loan providers to employ in order to detect 
and stop fraud from occurring . We are happy to provide these additional recommendations via private 
discussions with interested parties .

Step 1: The Department needs to standardize the type of suspicious student data requested and also 
standardize the process of reporting this data to a centralized database where the OIG can then begin to 
analyze and prioritize . iDatafy® is currently working with approximately 20 leading higher education 
institutions to develop a standardized framework for reporting potential student aid fraudsters to the OIG .  
The focus of the working group is to determine what type of data should be shared, how often and to what 
secure location for broader analysis . The working group would like to engage with the Department and their 
OIG to make this a collaborative effort .
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Step 2: Once the Department has explained the type of fraud data they want and made it clear where it 
should be sent, then the Department needs to improve their tracking of which colleges are doing a good job of 
providing tips vs . which schools are not . If the Department does not push the schools that are dragging their 
feet in supplying information, they will be missing key data points off which to base investigations . A small 
team of five to seven Department employees in the new enforcement unit at the Office of Federal Student Aid 
or trained employees from a trusted third party vendor partner could help manage this process with the most 
at-risk colleges across the country . 

Step 3: With a standardized data set all in one location from all the right participating partners, the OIG 
can now best employ proprietary data mining techniques to prioritize their caseload . iDatafy® has separate 
confidential best practices available here upon request.

Step 4: Congress needs to provide the OIG with an increased budget to allow for more sophisticated fraud 
data analysis and a larger team of agents to follow-up on the intelligence . The OIG is tasked with safeguarding 
$1 .1 trillion in outstanding student aid but they currently only have enough budget to support about 85 agents 
across the country. Eighty-five agents is not enough. If Congress can provide the OIG with a meaningful 
budget increase, we are very confident that the leadership of the OIG can make the adjustments needed to 
double down on agents focused on iDatafy’s “SAFSA Seven” of the worst fraud states and better protect the 
program integrity of federal student aid .  

Step 5: The Department should query every new FAFSA application (roughly 27 million per year) against the 
new and improved centralized database of known fraudsters and hot addresses . A team of dedicated experts with 
the OIG or a trusted third party vendor partner should be used to then manually review the flagged applications 
that have the highest threat ranking . Colleges need to be accountable for supplying their own suspicious fraud 
reports to the Department, but they should not be expected to carry out their own lengthy fraud investigations . 
This additional fraud check would significantly improve the Department’s ability to safely pay the $134 billion 
(and growing) in new aid each year to students from more than 6,100 schools . In short, the iDatafy fraud check 
would lead to better program integrity, fewer needed fraud investigations by the OIG and, most importantly, 
student aid being delivered to the most deserving students as efficiently as possible.  

By following the iDatafy playbook, the U.S. Department of Education and their Office of Inspector General will 
be able to better ‘iDatafy’ and act on suspected fraud rings sooner and prevent student aid monies from being 
improperly disbursed .

SUMMARY
The real toll of federal student aid fraud is not just the billions of dollars of taxpayer-funded aid that are 
improperly paid and lost each year . The real toll is the impact of the fraud on the deserving would-be students 
that are prevented from attending college because a fraudster took their enrollment spot, or there is just no 
more financial aid available for the aspiring student as a result of the mismanagement of the program.

The battle against federal student aid fraud is a war we have been losing and losing badly in recent years . 
However, it is a war that can be won with a change in tactics and greater reliance on more advanced data 
analytics to ‘iDatafy’ the fraudsters that should be shielded from aid dollars .

We would welcome the opportunity to continue discussions with leaders from the U .S . Department of 
Education, higher education field, or the student loan origination/servicing industries to discuss ways that 
iDatafy® can help them better combat federal student aid fraud . 
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