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InTroduCTIon
The infamous bank robber Willy Sutton was once asked why he chose to rob banks for a living. He reportedly 
stated, “because that’s where the money is.” Fast forward 75 years, and we have a whole new generation of 
criminals who know where the money is — federal and state educational financial aid programs.

Imagine a bank that gives 9.5 million qualified new customers up to $5,500 each year to pursue their academic 
pursuits with difficult to enforce repayment terms (i.e. Pell Grants). While the vast majority of these customers 
use these, and other funds, for the intended purpose, our government has admitted that there are “serious 
vulnerabilities”1 that allow thousands of criminals to easily defraud taxpayers out of billions of dollars 
intended for legitimate students.

Think about it. Why would criminals choose to rob a bank when they can just sign up for a class at a targeted 
institution, get financial aid, keep thousands of dollars in disbursed proceeds, drop out and then do it up to 
eight more times before their Pell Grant eligibility runs out? This fraud has been well documented over the 
past two years through a variety of high-profile stories in the media, and it is not our intent to rehash the  
same stories.

The purpose of this white paper is to: (1) expose the most common tactic criminals use while trying to defraud 
an institution or aid program of funds — using the same physical mailing address for multiple individuals on 
different applications; (2) talk about innovative ways companies and institutions are heeding the call of the 
government to more proactively fight fraud.

We recognize that in these difficult economic times many colleges and universities have been forced to address 
the growing financial aid crisis with the same, or in some cases even more limited set of resources. Our hope 
is that we can help higher education institutions use the insight gained from this report to develop their own 
proactive yet still cost effective approaches to stopping these “Pell Runners” and “Straw Students” in their tracks. 

undersTandIng The Problem
There are two types of financial aid criminals: Pell Runners are typically students who habitually enroll, take 
aid and drop out of open-enrollment institutions such as community colleges and for-profit universities with 
distance learning components. These Pell Runners typically act on their own and keep any disbursed money 
for themselves. The savvier ones have learned that they can get away with the same crime  
at multiple institutions by simply dropping out and moving on to the next institution.

Straw Students are a mix of suspecting and unsuspecting individuals at similar type institutions. In some cases 
financial aid fraud ringleaders have recruited willing accomplices to knowingly enroll, drop out and take aid. 
These students then kick back a portion of their disbursement to the ringleader. In other cases, the ringleader 
steals the identity of an individual and then enrolls that unwitting victim in one or more programs. 

The savvier fraud rings have also learned that they can maximize earnings per student by enrolling them at 
multiple institutions at different intervals. Both the Pell Runners and the Straw Students — collectively we 
will refer to them simply as “Aid Runners” — have learned how easy it is to exploit a financial aid system that 
processes more than $145 billion in federal funding per year.2 

WhICh InsTITuTIons are beIng TargeTed? 
The Pell Runners typically target low-cost institutions because of larger disbursements. If they enroll at a 
community college with only $2,000 in fees, they could get up to $3,500 back in Pell disbursement. That doesn’t 
include additional federal, state and institution-specific aid they may qualify for that has more strings attached 
with regards to re-payment. If they were to enroll in a more expensive institution they would get less money 
back after the school’s fees are covered.
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The larger Straw Student fraud rings have gone after both community colleges and for-profit educational 
institutions. Straw Students at for-profits typically apply for Pell Grants and additional aid such as Stafford 
Loans. The University of Phoenix alone has referred 886 fraud schemes, comprised of 17,600 individuals, to the 
Office of Inspector General.3

So what we have is a mix of Aid Runners ranging from Pell Runners who have figured out how to get paid for 
flunking out to hard-core criminals who take grant money and apply for financial aid, such as Stafford Loans, 
worth tens of thousands of dollars they don’t intend to repay. Financial aid expert Mark Kantrowitz, publisher 
of www.FinAid.com, believes 3 percent of Pell Grant money alone is lost to fraud each year.4 That equals $1 
billion in lost grant money for deserving students.

What’s at stake?
The shear size of the fraud is staggering. There is already a justifiable concern 
among educators that the political solution to this issue is to cut overall aid 
first and ask questions later to create a more efficient system. This would be  
a mistake. The answer isn’t reducing financial aid to everyone. The answer 
is eliminating 100 percent of aid to criminals.  

For-profit higher education institutions have even more at stake. Fraudulent 
students enrolling in their institutions are short-term wins in terms of revenue 
but long-term threats to their “gainful employment” percentages. It should come as no surprise that it isn’t 
easy to verify the number of Aid Runners who land jobs.

If the Department of Education and post-secondary institutions across the United States cannot start to make 
more proactive strides toward eliminating these fraud rings, it seems inevitable that Congress will eventually 
reduce funding. It doesn’t have to come to that. 

Why has fInanCIal aId fraud aCCeleraTed In reCenT years?
We would cite five reasons why financial aid fraud has grown so rapidly in recent years:

1. The pool of available money to steal from has grown as federal and state governments attempt to 
provide more money for deserving students. The College Board has shown in its Trends in Student Aid 
2012 report that federal, state, institutional and private aid have grown by 118 percent over the past 10 
years, and Pell Grants alone have grown by 172 percent.5 Fraudsters are well aware of these increases, 
which simply spell a larger opportunity for them.

2. The fraudsters have seen first hand how easy it is to steal aid — not just once, but over and over. The 
majority of higher education institutions we studied each has just a handful of employees available 
to review thousands of applications for irregularities. The Aid Runners know the odds are in their 
favor to not get caught right away based on this resource issue. In fact, much of the fraud that we 
researched took place over years, and it was only discovered on a reactive basis. (See Case Example 
1 and 2 on Page 8.) When institutions such as the University of Phoenix do take proactive measures 
to prevent fraud, word spreads quickly amongst the fraud community, and they attempt to enroll 
elsewhere. Unfortunately, too many other schools are vulnerable to this as they do not have the same 
physical resources available as the University of Phoenix. The Department of Education shares in 
the responsibility. Many schools have grown frustrated with the Department’s own lack of resources 
to follow up on fraud cases referred to them. Of the 886 fraud cases the University of Phoenix has 
referred to the Office of Inspector General, only 12 cases have resulted in indictments.6

3. The Department of Education has not kept pace with technology — both in terms of making it 
harder for fraudsters to exploit their existing systems and in not proactively finding new ways to use 
technology to fight fraud. 

“ ThE AnSWER IS 
ELImInATInG 100 

PERCEnT OF AID TO 
CRImInALS.”
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4. Existing laws and regulations have left some educators feeling that their hands are tied in terms 
of being able to share information that would be helpful in preventing fraud, despite the Federal 
Educational Rights and Privacy Act (FERPA) clearly stating it is permissible to share student directory 
data such as name, address, phone, email and dates of enrollment with third parties without student 
consent.7 Still, some schools have continued to disburse money despite knowing the money was 
going to waste out of fear of liability. The Department of Education has to step in and provide clearer 
guidelines with relation to FERPA and other regulations to empower educators to do the right thing 
without fearing reprisal.

5. An attitude by some that financial aid fraud is to be expected in a system so large. We need to change 
this way of thinking. Fraud totaling $1 billion in Pell Grant misuse alone should not be tolerable. This 
doesn’t even factor in losses from other federal and state loan programs. How many private banks do 
you know that are OK with any theft occurring at their institution?

This problem isn’t going to go away on its own. College of the Canyons, a community college in Santa Barbara, 
CA, estimated they saw a 6x increase in fraudulent aid directed to Straw Students in just the 2010-11 academic 
year.8 According to the U.S. Department of Education’s Investigative Program Advisory Report on Distance 
Education Fraud Rings, dated September 26, 2011, the Office of the Inspector General states that its caseload 
grew from 16 fraud ring investigations in 2005 to more than 100 by August 1, 2011. William D. hamel, the 
Assistant Inspector General for Investigations, asserts that “our investigations have identified numerous fraud 
ring Straw Students that have enrolled and obtained Title IV funds at one institution then withdrawn and 
enrolled at subsequent institutions to obtain Title IV funds.”9

As a result of this report, the Department of Education issued a “Dear Colleague” letter on October 20, 2011, 
that detailed the need for higher education institutions to “identify and resolve discrepancies in student 
information…”10 among other critical items. The letter went on to bluntly state: “We strongly encourage 
institutions that suspect potential fraud to question an applicant’s intent to seriously pursue the academic 
program by requiring the student to demonstrate that he or she has an academic purpose in order to establish 
eligibility for federal student aid.”11

The Department of Education wants post-secondary schools to be more proactive in fighting fraud, and it has 
plainly stated that intent in these two documents. 

WhaT are The TellTale sIgns of fraud?
You have to know what to look for before you can develop a strategy to fight fraud. We have found the 
following similar traits in a startling percentage of cases:

1. The criminals use the same physical address to receive financial aid disbursement for multiple Straw 
Students. (See Table 1.)

2. The criminals are anxious to get paid as quickly as possible, frequently leading them to place multiple 
calls to financial aid offices requesting reimbursement.

3. Criminals typically try to target lower-cost institutions so they can maximize their take from 
disbursements.

4. The criminals get lazy and make errors. The fraud rings frequently attempt to enroll all their Straw 
Students in the same classes, complete applications using the same handwriting, create email 
addresses specific to the fraud that have similar characteristics and generally try to push the limit in 
terms of how many students they can falsely enroll.

5. more sophisticated criminals rotate Straw Students in and out of different schools to maximize their 
gain without tipping off the institutions.
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Table 1:  fInanCIal aId CrImInals frequenTly use The same maIlIng 
address To beTTer ConTrol The money 

truckee MeAdoWS coMMunitY college
“The financial aid officer observed that a number of students were applying for financial aid 
using the same addresses and telephone numbers.”12

AMericAn river college
“21 individuals received federal financial aid checks at 6235 Riverside Blvd #3, Sacramento CA….”

“17 individuals received federal financial aid checks at 7246 E Pkwy #F7A, Sacramento CA….”

“11 individuals received federal financial aid checks at 160 Clear Sky Circle, Sacramento CA….”

“9 individuals received federal financial aid checks at 4141 Palm Ave #579, Sacramento CA….”13

BAkerSField college, cerro coSo coMMunitY college And SAntA 
BArBArA citY college
“She used prepaid debit cards in the names of the enrolled students to receive the funds and 
had the cards sent to her residence. Some colleges sent checks directly to her residence.”14

college oF the cAnYonS
“In one case at COC, known as the “Van nuys 11,” COC broke a ring of 11 criminals who used 
bogus addresses and registered for a suspicious sequence of courses, he said.”15

undiScloSed collegeS
‘The financial aid checks from these schools were often mailed directly to the Boyds’ company 
address and deposited into a bank account which they controlled.”16
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“

“
hoW do you fIghT ThIs TyPe of fraud?
It seems clear that the Office of the Inspector General in the Department of Education wants schools to take 
a more proactive approach in thwarting fraud before financial aid disbursement is completed. The “Dear 
Colleague” letter recommends a number of specific protocols for each institution to undertake, and we 
encourage everyone to review those requirements here: http://ifap.ed.gov/dpcletters/GEn1117.html

BUT IT IS OUR BELIEF ThAT ThE OFFICE OF ThE InSPECTOR GEnERAL 
OVERLOOKED OnE CRITICAL PROTOCOL RECOmmEnDATIOn ThAT 

ShOULD BE ADDED — ThE PROACTIVE AnALYSIS OF DUPLICATE 
PERmAnEnT hOmE ADDRESSES ACROSS APPLICATIOnS.”

The iDatafy™ team spent six months studying multiple primary and secondary sources of information, 
including criminal affidavits related to financial aid fraud, and we found that a significant percentage of the 
fraud cases could have been proactively thwarted by real-time data analysis of submitted address information 
and creating a separate consortium to share FERPA-compliant directory data about the students who 
habitually drop out and try to enroll in multiple schools. In the course of our research, we found that other 
leading industry executives have been seeking similar solutions. 

Feedback From spring 2012 negotiated rulemaking sessions  
on Pell granT fraud
During the spring negotiated rulemaking sessions on financial aid abuse, 

JIm BERG, ChIEF EThICS AnD COmPLIAnCE OFFICER FOR  
ThE APOLLO GROUP, SPOKE OF ThE nEED FOR ThE InDUSTRY TO 

CREATE A “hOT ADDRESS WAREhOUSE” AnD “SOmE KInD OF 
CEnTRALIzED DATABASE ThAT WOULD COnTAIn SOmE OF ThE 

InFORmATIOn ThAT EIThER WE OR OThER SChOOLS hAVE 
DISCOVERED AS RED FLAGS OR InDICATORS OF FRAUD. 

ThAT WOULD BE VERY, VERY USEFUL TO ALL OF US.”17 

Sheri Jones, Vice President of Administrative Services for Ashford University, in the same negotiated 
rulemaking hearing called for: 

ImPROVED PROTOCOLS FOR IDEnTIFYInG POTEnTIAL 
FRAUD RInGS ThAT InCLUDE TEChnOLOGY TO IDEnTIFY 

SUSPICIOUS SImILARITIES AmOnG APPLICAnTS AnD STUDEnTS, 
SUCh AS ADDRESS, PhOnE, GEOGRAPhIC AREA, ETC.”18

Two case examples on Page 8 outline the same theme. Fraud ring leaders want money as soon as possible, and 
they don’t trust their own Straw Students with it. Therefore, they typically provide their own mailing address 
but use different Straw Students’ names. The ringleaders than coordinate check endorsements or payouts with 
the Straw Students.



White PAPer: A ProActive StAnd AgAinSt FinAnciAl Aid FrAud 6

© 2012 iDatafy. All rights reserved.                                                                                                                sales@idatafy.com | www.idatafy.com | (855) idAtAFY

real soluTIons
With the right technology, it is easy to catch the majority of Aid Runners. The iDatafy™ team has created 
StudentReview™, a patent pending solution, to help proactively combat financial aid fraud and hopefully  
meet the needs of executives such as mr. Berg and ms. Jones.

StudentReview™ performs two critical functions to help schools more proactively guard against Pell Runners 
and Straw Students. The solution:

• Completes a real-time, automated data analysis of submitted name, address, phone and email 
information to flag instances where contact information is duplicated or aliases are used. 

• Alerts colleges and universities when a new applicant has dropped out of other schools after receiving 
financial aid.

Financial aid executives have real-time access to easy-to-understand StudentReview™ reports (see below) and 
can coordinate the appropriate internal resources for further review of student applications when needed. This 
is precisely the type of proactive strategy that the Fall 2011 “Dear Colleague” letter lays out, but this solution is 
more effective than simply checking for duplicate IP, email and bank account information.

StudentReview™ by iDatafy™

higher education institutions should also consider working with third-party financial aid disbursement 
partners. Companies such as higher One, Inc. (nYSE: OnE) work with more than 1,200 campuses nationwide 
to handle financial aid disbursements for their institutions. They have the ability to make financial aid 
disbursement more efficient for their clients, and also more difficult for fraud ringleaders to have direct access 
to financial aid disbursements.

higher One clients can set up disbursement payments to their students via direct deposit in a higher One 
account, making it much more difficult for fraud ring leaders to directly control the disbursed funds of  
their students. 

Lastly, in addition to working with companies such as iDatafy™ and higher One, colleges and universities 
need to learn from the financial aid fraud experiences of other higher education institutions. That’s why we’ve 
included an index at the end of this paper that details more than 30 articles about financial aid fraud ranging 
from first-hand accounts of fraud to relevant government findings, to helpful tips and strategies about how 
other schools are fighting this problem.
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ClosIng reCommendaTIons
In closing, we can’t help but revisit the purported words of bank robber Willy Sutton. Or more specifically, 
what has become known as “Sutton’s Law” in the field of medicine. 

“Sutton’s Law” encourages medical personnel to focus first on the obvious when making a diagnosis. The 
same should be true for higher education institutions and the Department of Education when fighting  
financial aid fraud.

Criminals continue to defraud the financial aid system because it is relatively easy to do. Dozens, if not 
hundreds, of fraud rings have employed the same strategy of having million of dollars in financial aid 
disbursements sent to identical addresses for multiple years without getting caught. See two such examples  
on Page 8.

If every higher education institution would put in place better safeguards to protect against this practice that 
would go a long way toward fighting fraud. iDatafy™ can help interested higher education institutions do  
that very cost effectively.

That being said, we have recommendations for the Department of Education and higher education institutions 
about ways to take a more proactive stance against financial aid fraud.

We encourage the Department of Education to consider:
1. In addition to requiring postsecondary institutions to proactively look for applications sharing the 

same IP address, email address and bank account information, colleges and universities should check 
whether the same physical address is being used by multiple different applicants/students at the 
same institution.

2. Allowing schools to share the directory contact information of Aid Runners who they have reported 
to the Office of Inspector General. no Social Security, credit or sensitive bank information is needed. 
Just give other schools the ability to prescreen new applicants against this type of database to prevent 
these criminals from easily enrolling at other schools.

We encourage higher education institutions to:
1. Learn from the experiences of other schools that have been defrauded and how they reactively  

fought back.
2. Understand that there are cost-effective and compliant ways to develop a proactive financial aid  

fraud prevention plan.
3. Consider “Sutton’s Law” and focus on weeding out the most obvious Pell Runners and Straw 

Students first — the ones who use the same physical address information. 

More needs to be done. More can easily be done. The iDatafy™ team is ready and willing to help. 

Please contact us for a confidential and free assessment of how iDatafy™ can help  
you develop a proactive financial aid fraud prevention plan at (855) IDATAFY or 
sales@idatafy.com.

Follow us via: @iDatafy on Twitter.
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Case examPle #1
“All in the Family: How a grandmother and her extended family defrauded the federal 
government of nearly $1 million in financial aid and almost got away with it.”

College: Truckee Meadows Community College

Summary: One of the earliest Straw Student cases is also the most fascinating. Ann Armstrong, a grandmother, 
pleaded guilty to a host of charges and was sentenced to almost five years in prison. She recruited a team of 
Straw Students close to home — literally close to home. Four of her children and three of her grandchildren 
were willing accomplices.

From a Department of Justice news release about the case:
“The fraudulent scheme was initially reported to the U.S. Department of Education Office of Inspector General by 
a financial aid officer at Truckee Meadows Community College in Reno….

“The financial aid officer observed that a number of students were applying for financial aid using the same 
addresses and telephone numbers. An investigation was initiated, ultimately leading to the filing of a criminal 
complaint and issuance of arrest warrants against the defendants.”19

How could it have been prevented?
By using our StudentReview™ service, Truckee meadows would have received a real-time alert as soon as 
multiple applications with similar address information were received. This report would have helped financial 
aid executives uncover Ms. Armstrong’s scheme immediately, not years later.

case example #2
“Small Time Pell Runner Graduates Into a Big-Time Financial Aid Fraud Ring Leader”

College: American River College

Summary: nakesha Sharrieff, aka Takiyah Raheem, and Asiya hanifah Kahan pleaded guilty to a conspiracy 
to commit student loan fraud and aggravated identity theft in February 2011. The scheme defrauded more 
than $200,000 from the federal government. What makes this case notable is that Sharrieff herself started as an 
individual Pell Runner and over time became the ringleader of a 60-person Straw Student fraud ring. The fraud 
went undetected for more than five years. 

The Department of Justice issued a media release about the guilty plea, stating: 
“Sharrieff also used the addresses of Williams, Kelly, and Minor, among others, to apply for funds and to avoid 
detection by having too many applications associated with a single address.”20

That statement is peculiar given that the affidavit in the case, found here, 
http://s3.documentcloud.org/documents/254956/sharrieff-complaint.pdf clearly states that:

“21 individuals received federal financial aid checks at 6235 Riverside Blvd #3, Sacramento CA….”
“17 individuals received federal financial aid checks at 7246 E Pkwy #F7A, Sacramento CA….”
“11 individuals received federal financial aid checks at 160 Clear Sky Circle, Sacramento CA….”
“9 individuals received federal financial aid checks at 4141 Palm Ave #579, Sacramento CA….”

A reasonable individual has to ask: how can 58 individuals get financial aid at just four different addresses over 
five years? Further, given the Justice Department’s statement, did the department even notice the significant 
overlap of address use as identified in the affidavit?

This is another example of a situation where our StudentReview™ solution would have immediately flagged 
the overlapping applications and prevented what would become a five-year crime spree.
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http://www.aacc.nche.edu/Publications/Reports/Documents/Preventing_Abuse.pdf

Government-Related Hearings and Related Documents
9/26/11 Department of Education Investigative Program Advisory Report, Distance Education Fraud Rings, Control no. ED-OIG/
L42L0001  http://www2.ed.gov/about/offices/list/oig/invtreports/l42l0001.pdf

“Dear Colleague” Letter Discussing Fraud in Postsecondary Distance Ed Programs
http://ifap.ed.gov/dpcletters/GEn1117.html

Dept. of Education memo: Action to Establish negotiated Rulemaking Committee
https://s3.amazonaws.com/public-inspection.federalregister.gov/2012-10488.pdf

Dept. of Education: Semiannual Report to Congress, no. 64
http://www2.ed.gov/about/offices/list/oig/semiann/sar64.pdf

Transcription for negotiated Rulemaking Sessions and Public hearings 2012: may 31, 2012
http://www2.ed.gov/policy/highered/reg/hearulemaking/2012/transcript-dc053112.pdf

Transcript for negotiated Rulemaking Sessions and Public hearings 2012: may 23, 2012
http://www2.ed.gov/policy/highered/reg/hearulemaking/2012/transcript-phoenix052312.pdf

Family Educational Rights and Privacy Act (FERPA)
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html



Press Releases and Affidavits Detailing Financial Aid Fraud Cases
21 Charged With Defrauding Federal Student Assistance Programs  $770,000
http://www.justice.gov/usao/cae/news/docs/2012/09-2012/09-18-12StudentAidFraud.html

Woman Sentenced to Almost Five Years in Federal Prison for Student Loan Fraud
http://www.justice.gov/usao/nv/press/february2006/armstrong022406.htm

A Ringleader of a $680,000 Student Financial Aid Fraud Conspiracy Sentenced to 27 months in Federal Prison
http://www.justice.gov/usao/sc/news/9.21.12.gant.html

Two Pinellas County Residents Indicted for Student Loan Fraud
http://www2.ed.gov/about/offices/list/oig/invtreports/fl042012a.html

Ringleader of $500,000 Financial Aid Fraud Scheme Sentenced to Prison: 55 of 64 Defendants have Been Sentenced to Date
http://www2.ed.gov/about/offices/list/oig/invtreports/az052010.html

65 Individuals Charged in Federal Financial Aid Fraud Resulting in the Loss of Over $530,000
http://www.riosalado.edu/financial_aid/documents/fraud-pr.pdf

United States District Court, Eastern District of California, United States of America v. nakesha Sharrieff 
http://s3.documentcloud.org/documents/254956/sharrieff-complaint.pdf

Two Sentenced for Student Loan Fraud Scheme of $400,000
http://www2.ed.gov/about/offices/list/oig/invtreports/wi102012.html
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